Louisiana Cybersecurity Commission Meeting — May 28, 2020

- Start time at 10:04 a.m.
- Introductory remarks by Chairman Craig Spohn hoping for a quick call
o Offered to transfer an invitation to upcoming online symposium from Tech CISO experts
- Motion to Adopt Previous Meeting Minutes passed anonymously and without objections
- Brian Landry from Louisiana Chemical Association attending LCC meeting to potentially replace
Ed Flynn as a commissioner.
o  Will need to resubmit through the Governor’s Office
o Chairman Spohn = Recommends participation from Louisiana Chemical Association
going forward.
o Commissioner Moulton stressed the importance of this participation from Louisiana
Chemical Association given the role within ESF-17
- Chairman Spohn welcome health sector to the cybersecurity commission, represented by
commissioner, Laura Wilt:
o Presentation about cybersecurity in healthcare
= Commissioner Wilt gave a presentation about challenges facing healthcare in
terms of cybersecurity
e Recommendations going forward were:
o Accelerate information sharing — Fusion center, 10Cs, hub for
local situational awareness
o Phone book resource / points of contact for IT and cybersecurity
across all healthcare facilities
o Possible resource sharing to help with response
e Healthcare Industry Impact
o Increased bed capacity in hospitals, new connected devices
o Mobile locations for community testing
o Increasing day to day operational changes in all locations,
supply chain acquiring personal protective equipment, need for
real-time data
o Rapid expansion of work from home environment
e Cybersecurity and IT Impact
o Multi-factor authentication, collaboration tools, video
conferencing solutions
o Scalable network, systems, and resources (24/7)
o IT equipment purchasing, provisioning, and distribution
o Phishing education and communication about COVID-19 specific
threats
o Data sharing practices, education, and state-wide network for
data sharing
=  Commissioner Wilt requested a Healthcare Subcommittee within the
commission
- Paul Rainwater gave a legislative up on the movements from the Cybersecurity Commission’s
bills before the State Legislature.
o Commissioner Pierson expressed his appreciation for this work



- Commissioner Kolluru initiated the Information Sharing Subcommittee’s presentation

o Announced award for pilot program from Johns Hopkins University

o Guest Presenter David Frick from Johns Hopkins University announced a further grant
received for automated information sharing that is working with multiple states’ ISACs
to sharing information about indicators of compromise

= There is a need for automation to curate and automate responsive actions
=  Commended Dustin Glover and Commissioner Dickie
- Cyber Risk Assets Subcommittee Presentation by Commissioner Kolluru:

o Want to create parish level CLOs, designated cyber liaison officers for various areas of
critical infrastructure and municipalities to share information and effectively manage
cyber hygiene in various areas of the State

- ESF -17 Committee Report by Brant Mitchell
o Planning Cyber Reserve Force, Credentialing Process for Reserve force, and Cyber
Resiliency Plan
- Presentation by commission Guice:
o SB 79 by Mark Abraham
= Thanks Sen. Abraham & Paul Rainwater for hard work and explained the
importance of the Cybersecurity Talent Initiative Fund

o Looking for cyber initiative opportunities at all levels, K-12 and higher at federal level in
response to the COVID crisis — working with Paul Rainwater

- Deputy Sec. of Economic Development Brad Lambert gave Economic Development committee
report:

o Worked on 10 question online survey instrument regarding ongoing and developing
cybersecurity issues —

= Wan to choose the appropriate date to launch the survey and then keep it open
for about one-month and send as needed reminders.

o LED is remaining focused on IT sector to attract and retain jobs for cybersecurity
positions

o LED is pushing out white papers and alerts from CISA to its businesses to keep
businesses engaged in cyber matters

- Election Security Committee Report — By Brad Harris:

o All windows 7 PCs were replaced with Windows 10 PCs in registrar of voters

o Preparing for primary and general elections during the pandemic

o Working with Guard to improve knowledge of election processes and systems

o Continuing to improve cybersecurity posture of election structure and looking for more
funding sources.

- Devin King gave Law Enforcement Committee Report:

o Working on LCIA space as legislation moves forward

o Working on implementing new software, hiring more members of LSP cybercrime
family, expanding public and private information partnerships, but about 1 month
behind in setting up new space for Fusion Center and LCIA

- Wrap up by COL Kenny Donnelly for Upcoming Events
o Many were delayed by COVID-19
o Prior to COVID, participated in NGA summits, DHS workshops, webinars



o Waiting to hear back on Cybersecurity Summit rescheduling, potentially pushed back
until Jan 2021 for Arkansas

o Also waiting on Resiliency Summit for Participation, previously scheduled for April in
2020
o Now on a quarterly battle rhythm for commission meetings due to Covid-19 responses —
future meetings will be decided by Chair and Co-Chair
- Questions and Comments from the public and members of Commission
o Commissioner Pierson made one comment
- Closing Remarks by Chair and Co-Chair
- Meeting Adjourned at 11:27 p.m.



